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Mission Statement


The mission of Norton City Schools’ personnel is to ensure that all students are technologically literate in a manner that will support their future as lifelong learners and as productive citizens.  By incorporating technology into Norton City Schools teachers and students will have a tool to assist them in the educational process.

Vision


The Norton City Schools’ personnel acknowledges the technological revolution by incorporating technology into all aspects of the educational process using the following strategies:

· Enhancement of communication between parents, students, colleagues, and the community.

· Making instructional technology available to all students and teachers.

· Stimulate individualized learning, group activities, and cooperative activities.

· Improving the administration of schools by providing access to information required for decisions concerning instruction and administration.

· Acquire specialized technologies to meet the needs of special needs students.

· Allowing students to assume a greater responsibility for their learning, which will allow them to experiment, explore, and expand their educational horizons.

· Create a learning environment where active participation is encouraged through the use of technology.

· Fully support technology by providing on-going teacher training and professional development.

· Technology training will be made available to the community.

Philosophy


Education is at the heart of economic growth and democratic citizenship.  To assure success in global competition, educational systems are undergoing a profound transformation.  The new educational delivery systems are based on a society of lifelong learners who collaborate on common interests, share resources, and provide mutual support.  Local communities utilization of new partnerships, educational technologies and the nation’s emerging information infrastructure are helping to transform teaching and learning from preschool programs to worker retraining.  Students of all ages will be connected to a vast array of educational opportunities.

We believe that:

· Everyone should use technology ethically.

· Technology is ever changing and requires the continuous updating of skills.

· The technology plan should be flexible and changeable.

· Technology application needs be designed to meet the goals of instructional programs.

· Emerging instructional applications require continuous staff development to assure effective curriculum integration.

· Effective leadership requires the use of technology.

· Technology motivates students to become active, problem solving learners.

· Technology provides access to a world of information and ideas.

· Technology is essential for organizing and managing information to assist in problem solving.

· Technology in schools needs extend to the home and community, providing the tools for learning and creativity.

This Technology Plan addresses the five focus areas identified in the Educational Technology Plan for Virginia.  The five areas addressed are:

· Appropriately and adequately designed environment
· Stimulating engagement
· Purposeful application of tools for learning
· Use of authentic technology tools to extend learning capabilities
· Authentic and intelligent assessments
The plan was developed by the Technology Advisory Committee.  This committee consists of administrators, teachers, students, and public stakeholders.  Following the completion of the draft, the plan was shared with all faculty and staff within the division for feedback prior to the plan being presented to the Norton City School Board for approval.

Action Items Based on Needs Assessment

	Action Items
	Responsibility
	Status

	Evaluate staff technology proficiency and provide training when necessary
	Administration
	On-Going

	Explore the use of handheld devices and netbooks
	Administration 
	In Progress

	Continue replacement cycles of computer lab computers
	IT
	On-Going

	Improve the use of data-driven decision making
	Administration
	In-Progress

	Maintain networks to ensure reliability
	IT
	On-Going

	Explore options to increase connectivity
	IT
	In-Progress

	Evaluate new and emerging technologies and implement when necessary
	Administrators and Teachers
	In-Progress

	Adopt paperless solution for School Board Meetings (BoardDocs)
	Administration, School Board, and IT
	Completed


Environment

Goal:  To provide all students a safe and effective learning environment.

Objectives:

1. Provide high-quality professional development to assist teachers in enhancement of their instructional methods.

2. Maintain an infrastructure capable of delivering a 21st century education.

3. Broaden our curriculum to include more virtual learning opportunities.

4. Educate users on Internet safety.

Strategies:

1. Ensure all stakeholders are aware of distance learning opportunities, especially dual enrollment courses offered through partnerships with our local colleges, Elite Learning and the Linwood Holton Governor’s School.

2. Promote professional development that is appropriate to enhance a teacher’s use of readily available technology.

3. Continuously monitor our networks (LAN and Wireless) to ensure it is capable of handling the increased use of technology.

4. Evaluate emerging technologies and implement them when appropriate.
5. Utilize master teachers to aide their colleagues in proper incorporation of technology.

6. Maintain a list of useful websites and resources that teachers can reference.

7. Educate parents and community members of the potential dangers of the Internet and provide them with information that will aide them in keeping their children/grandchildren or loved ones safe.

Needs Assessment
1. The bandwidth available at Norton Elementary School is not adequate to support the increasing demands on Internet connectivity.
2. There are discrepancies throughout the Norton City School division in regards to proper use of technology to enhance classroom instruction.

3. Students are carelessly utilizing the Internet from home and issues arise at school based upon their inappropriate use of social networking sites.

4. More students should embrace the distance learning opportunities that are available.
Engagement

Goal:  Engage students with technologies that meet their individual educational needs and promote our curricular content.
Objectives:

1. Improve collaboration among educators, content experts, and students to promote individualized, effective use of technology.

2. Make technologies that engage students more available to teachers.

3. Ensure all students have equal access to engaging technologies.

4. Educate students on appropriate use of technologies.
5. Provide appropriate adaptive technologies when applicable.

Strategies:

1. Partner with local colleges and universities, including the Center for Teaching Excellence, to provide workshops and classes concerning technology integration.

2. Explore the potential use of 21st Century technologies to create curriculum maps.

3. Provide teachers with various outlets to provide an understanding of how other teachers around our region and the state are empowering student through the use of technology.

4. Provide more response systems across the division to place technology in the hands of students.

5. Empower special needs students by utilizing appropriate assistive technologies.
6. Formulate lists of best practices to share among division employees.

7. Evaluate hand held devices and incorporate where appropriate.

8. Educate students to safely exist in a technological world.

9. Increase the number of mobile labs across the division.

Needs Assessment:

1. Address teacher weaknesses in utilizing classroom technologies.

2. Increase hand held technologies to engage students where appropriate.
3. Ensure that each child has equal opportunity to a technology enhanced learning environment.
Application
Goal:  Empower students by providing opportunities for them to apply effective technologies to gain understanding, knowledge, and encourage them to be independent thinkers.
Objectives:

1. Provide professional development to teachers so that they may effectively facilitate a classroom in which students are encouraged to use technology to solve problems where applicable.
2. Educate students on the purposeful use of technology to solve real world issues.

3. Replace traditional assessments with technology-based assessments.

4. Create opportunities to showcase student work to generate interest and promote participation in school projects.
Strategies:

1. Increase technology literacy by revisiting the technology curriculum at the elementary school level.  

2. Evaluate the current literacy levels of all teachers, students, and administrators and provide professional development and instruction where needed.
3. Evaluate current projects in varying subjects to see where it would be appropriate to replace traditional projects with technology projects.

4. Incorporate assessment programs such as Interactive Achievement with classroom response systems to provide technology based assessments.

5. Ensure students and teachers are aware of emerging technologies.

6. Promote project based learning to encourage students to become thinkers.

Needs Assessment:

1. Students need to become independent thinking problem solvers, using technology when appropriate.

2. Provide students with more technological based assessments.

3. Prepare students for a technology rich workforce.

4. Assist teachers in overcoming their technology shortfalls.

5. Increase the amount of technology tools available throughout the school division.

6. Prepare teachers and students to adapt to technologies that do not yet exist.

Tools
Goal:  Provide students and teachers with the technology tools needed to promote the development of students that are knowledgeable and capable of applying technology to demonstrate knowledge and solve problems.

Objectives:

1. Utilize hand held devices when appropriate to allow all students the opportunity to solve problems utilizing technology.
2. Support teachers with professional development that allows them to facilitate the student use of technologies to utilize technology to purposefully solve problems, communicate, and expand their knowledge.
3. Explore the use of formative technology based assessments that further the growth in content knowledge and skill development.

Strategies:
1. Provide students with i-Pads, laptops, and response systems where appropriate to promote the use of these technologies to solve problems.

2. Identify areas within our curriculum where technology is not currently utilized and implement it where appropriate.

3. Offer professional development to ensure the technology skills of our teachers meets their needs and allows them to effectively incorporate it into instruction.

4. Incorporate assessment programs such as Interactive Achievement with classroom response systems to provide technology based assessments.

5. Encourage the involvement of student and community partners in leagues such as the Lego Learning League.
Needs Assessment:
1. Develop knowledge among teachers and students that allow them to choose appropriate tools for solving problems.

2. Foster professional development to ensure teachers possess the technology skills needed to promote effective use of technology tools by their students.

3. Prepare teachers and students to adapt to technologies that do not yet exist.

4. Increase the number of mobile computer labs, hand-held devices, and response systems to ensure they are readily available to the classroom.

Improving Results
Goal:  Utilize technology to support data-driven decision making to improve teaching and learning across the school division.

Objectives:

1. Use available data to determine if current supports (financial, technological, etc.) are sufficient.

2. Assist teachers in disaggregation of data to plan for improvement and differentiation of instruction.

3. Utilize technology to prepare students for upcoming assessments that will measure higher-order thinking skills. 

4. Ensure all staff is proficient in the use of appropriate software for data management and reporting.

5. Provide additional training for all staff to utilize the existing student information system.

6. Utilize our notification system, web pages, etc. to improve communication among all stakeholders.

7. Overcome technology staffing issues by implementing support contracts when necessary to provide network stability and efficiency.

Strategies:

1. Examine budgets to request additions where needed to ensure efficient operation.

2. Train teachers to utilize different assessment data such as SPBQs and benchmark assessments to determine the educational needs of students.

3. Obtain a benchmark assessment tool to streamline current benchmarking practices.

4. Locate assessments that utilize technology enhanced methods of answering questions instead of multiple choice answers.  
5. Utilize student response systems for immediate feedback to students.

6. Communicate with all stakeholders through our web pages, notification systems, etc.

7. Train all staff in using appropriate technology programs to manage and report information.

8. Identify critical network components and implement maintenance contracts where necessary to ensure network down time is kept to a minimum.
Needs Assessment:

1. Reduce technology failures to ensure connectivity is available when needed.

2. Provide useful data and train teacher to disaggregate such data.

3. Online assessments are needed across the school division to provide teacher with up to date data.

4. Improve communication among all stakeholders.

5. Provide students with immediate feedback when capable.

Norton City Schools Technology Budget
2011-2012
VSPA Funding
$102,000.00
Internet Access
    31,214.28

Local Match (VSPA Funding)
    20,400.00
Technology (Local Funding)
    10,000.00

Technology Plan Evaluation

Annually, the technology planning committee will review the plan to ensure that progress is being made to attain all goals.  When necessary, goals, objectives, etc. will be updated to ensure that the plan is progressive and that it remains a working document.  The committee will also monitor the progress of implementation at quarterly meetings to ensure progress.
File:  IIBEA/GAB
ACCEPTABLE COMPUTER SYSTEM USE


The School Board provides a computer system, including the internet, to promote educational excellence by facilitating resource sharing, innovation and communication.  The term computer system includes hardware, software, data, communication lines and devices, terminals, printers, CD-ROM devices, tape drives, servers, mainframe and personal computers, the internet and other internal or external networks.


All use of the Division’s computer system must be (1) in support of education and/or research, or (2) for legitimate school business.  Use of the computer system is a privilege, not a right. Any communication or material used on the computer system, including electronic mail or other files deleted from a user’s account, may be monitored or read by school officials.

The Division Superintendent shall establish administrative procedures, for the School Board’s approval, containing the appropriate uses, ethics and protocol for the computer system.  The procedures shall include:

(1) a prohibition against use by division employees and students of the division’s computer equipment and communications services for sending, receiving, viewing or downloading illegal material via the Internet; 
(2) provisions, including the selection and operation of a technology protection measure for the division’s computers having Internet access to filter or block Internet access through such computers, that seek to prevent access to 

(a) child pornography as set out in Va. Code  § 18.2-374.1:1 or as defined in 18 U.S.C. 
§ 2256;

(b) obscenity as defined by Va. Code § 18.2-372 or 18 U.S.C. § 1460; and

(c) material that the school division deems to be harmful to juveniles as defined in Va. Code § 18.2-390, material that is harmful to minors as defined in 47 U.S.C. 
§ 254(h)(7)(G), and material that is otherwise inappropriate for minors;

(3) provisions establishing that the technology protection measure is enforced during any use of the Division’s computers by minors; 

(4) provisions establishing that the online activities of minors will be monitored;

(5) provisions designed to educate students about appropriate online behavior, including interacting with other individuals on social networking websites and in chat rooms and cyberbullying awareness and response; 

(6) provisions designed to prevent unauthorized online access by minors, including “hacking” and other unlawful activities by minors online; 

(7) provisions prohibiting the unauthorized disclosure, use, and dissemination of personal information regarding minors;
(8) a component on Internet safety for students that is integrated in the division’s instructional program.


Use of the School Division’s computer system shall be consistent with the educational or instructional mission or administrative function of the Division as well as the varied instructional needs, learning styles, abilities and developmental levels of students.  The Division’s computer system is not a public forum.

NORTON CITY SCHOOLS

File:  IIBEA/GAB
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Each teacher, administrator, student and parent/guardian of each student shall sign the Acceptable Computer System Use Agreement, GAB-E1/IIBEA-E2, before using the Division’s computer system.  The failure of any student, teacher or administrator to follow the terms of the

Agreement, this policy or accompanying regulation may result in loss of computer system privileges, disciplinary action, and/or appropriate legal action.


The School Board is not responsible for any information that may be lost, damaged or unavailable when using the computer system or for any information retrieved via the Internet.  Furthermore, the School Board will not be responsible for any unauthorized charges or fees resulting from access to the computer system.  


The school board will review, amend if necessary, and approve this policy every two years.
Adopted:  January 14, 1997
Revised:  December 14, 2009

Revised:  November 08, 2010
_______________________________________________________________________

_______________________________________________________________________

Legal Refs:
18 U.S.C. §§ 1460, 2256.

47 U.S.C. § 254.

Code of Virginia, 1950, as amended, §§ 18.2-372, 18.2-374.1:1, 18.2-390, 22.1-70.2, and 22.1-78.

Cross Refs.:
GCPD
Professional Staff Members: Contract Status and Discipline



GDPD
Support Staff Members: Contract Status and Discipline

JFC
Student Conduct



JFC-R
Standards of Student Conduct
©VSBA 



NORTON CITY SCHOOLS

File:  IIBEA-R/GAB-R
ACCEPTABLE COMPUTER SYSTEM USE


All use of the Norton City School Division’s computer system shall be consistent with the School Board’s goal of promoting educational excellence by facilitating resource sharing, innovation and communication.  The term computer system includes hardware, software, data, communication lines and devices, terminals, printers, CD-ROM devices, tape drives, servers, mainframe and personal computers, the internet and any other internal or external network.

Computer System Use-Terms and Conditions:

1.  Acceptable Use.  Access to the Division’s computer system shall be (1) for the purposes of education or research and be consistent with the educational objectives of the Division or (2) for legitimate school business.

2.  Privilege.  The use of the Division’s computer system is a privilege, not a right.

3.  Unacceptable Use.  Each user is responsible for his or her actions on the computer system.  Prohibited conduct includes but is not limited to:

· using the network for any illegal or unauthorized activity, including violation of copyright or contracts, or transmitting any material in violation of any federal, state, or local law.
· sending, receiving, viewing or downloading illegal material via the computer system.
· unauthorized downloading of software.
· using the computer system for private financial or commercial purposes.
· wastefully using resources, such as file space.
· gaining unauthorized access to resources or entities.
· posting material created by another without his or her consent.
· submitting, posting, publishing, or displaying any obscene, profane, threatening,

illegal, or other inappropriate material.
· using the computer system while access privileges are suspended or revoked.
· vandalizing the computer system, including destroying data by creating or spreading viruses or by other means.
· intimidating, harassing, or coercing others.
· threatening illegal or immoral acts.

4.  Network Etiquette.  Each user is expected to abide by generally accepted rules of etiquette, including the following:

· be polite.
· users shall not forge, intercept or interfere with electronic mail messages.
· use appropriate language.  The use of obscene, lewd, profane, lascivious, threatening or disrespectful language is prohibited.
· users shall not post personal information other than directory information as defined in Policy JO Student Records about themselves or others.
· users shall respect the computer system’s resource limits.
· users shall not post chain letters or download large files.
· users shall not use the computer system to disrupt others.
· users shall not modify or delete data owned by others.

5.  Liability.  The School Board makes no warranties for the computer system it provides.  The School Board shall not be responsible for any damages to the user from use of the computer system, including loss of data, non-delivery or missed delivery of information, or service interruptions.  The School Division denies any responsibility for the accuracy or quality of information obtained through the computer system.  The user agrees to indemnify the School Board for any losses, costs or damages incurred by the School Board relating to or arising out of any violation of these procedures.

6.  Security.  Computer system security is a high priority for the school division.  If any user identifies a security problem, the user shall notify the building principal or system administrator immediately.  All users shall keep their passwords confidential and shall follow computer virus protection procedures.

7.  Vandalism.  Intentional destruction of or interference with any part of the computer system through creating or downloading computer viruses or by any other means is prohibited.  

8.  Charges.  The School Division assumes no responsibility for any unauthorized charges or fees as a result of using the computer system, including telephone or long-distance charges.

9.  Electronic Mail.    The School Division’s electronic mail system is owned and controlled by the School Division.  The School Division may provide electronic mail to aid students and staff in fulfilling their duties and as an education tool.  Electronic mail is not private.  Students’ electronic mail will be monitored.  The electronic mail of staff may be monitored and accessed by the School Division.  Unauthorized access to an electronic mail account by any student or employee is prohibited.  Users shall be held personally liable for the 
content of any electronic message they create.  Downloading any file attached to an electronic 

message is prohibited unless the user is certain of that message’s authenticity and the nature of the file.

10.  Enforcement.  Software will be installed on the division’s computers having Internet access to filter or block internet access through such computers to child pornography and obscenity.  The online activities of users may also be monitored manually.   Any violation of these regulations shall result in loss of computer system privileges and may also result in appropriate disciplinary action, as determined by School Board policy, or legal action.
NORTON CITY SCHOOLS
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Page 3

Adopted:  January 14, 1997
Revised:  December 14, 2009
Revised:  November 08, 2010
________________________________________________________________________
________________________________________________________________________
Legal Refs:
18 U.S.C. §§ 1460, 2256.



47 U.S.C. § 254.
Code of Virginia, 1950, as amended, §§ 18.2-372, 18.2-374.1:1, 18.2-390, 22.1-70.2 and 22.1-78.

Guidelines and Resources for Internet Safety in Schools, Virginia Department of Education (Second Edition October 2007)

Cross Refs:
GCPD
Professional Staff Members: Contract Status and Discipline



GDPD
Support Staff Members: Contract Status and Discipline

JFC
Student Conduct

JFC-R
Standards of Student Conduct
©VSBA 
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File:  IIBEA-E

SAMPLE LETTER TO PARENTS:

ACCEPTABLE COMPUTER SYSTEM USE

Dear Parent/Guardian:


The Norton City School Board offers your student the use of electronic communications through the Norton City School Division’s computer system.  Your student will be able to communicate with other schools, colleges, organizations and individuals around the world through the internet and other electronic information systems/networks.


Part of the School Division’s responsibility in preparing students for the 21st century is to provide them access to the tools they will be using as adults.  The internet will be one of these tools.  Through the Division’s computer system your student will have access to databases, libraries and computer services from all over the world.  We accept the responsibility of teaching your student about his/her role as a “network” citizen and the code of ethics involved with this new community.


With this educational opportunity also comes responsibility on the part of your student.  It is important that you and your student read the enclosed division policy, administrative regulation and agreement form and discuss these requirements.  The Division takes precautions to prevent access to inappropriate material.  However, it is impossible to control access to all material and a user may access inappropriate material.  


In order for your student to take advantage of this educational opportunity, your authorization is needed.  Attached to this letter are the Acceptable Computer System Use Policy GAB/IIBEA and Regulation GAB-R/IIBEA-R and the Acceptable Computer System Use Agreement GAB-E/IIBEA-E2 which both you and your student must sign before your child may use the computer system.  Please review these materials carefully with your student before signing the required agreement.










Sincerely,

NORTON CITY SCHOOLS

File:  IIBEA-E2/GAB-E
ACCEPTABLE COMPUTER SYSTEM USE AGREEMENT

Each employee must sign this Agreement as a condition for using the School Division’s computer system.  Each student and his or her parent/guardian must sign this Agreement before being permitted to use the School Division’s computer system. Read this Agreement carefully before signing.

Prior to signing this Agreement, read Policy IIBEA/GAB and Regulation IIBEA-R/GAB-R, Acceptable Computer System Use.  If you have any questions about this policy or regulation, contact your supervisor or your student’s principal.


I understand and agree to abide by the School Division’s Acceptable Computer System Use Policy and Regulation.  I understand that the School Division may access and monitor my use of the computer system, including my use of the internet, e-mail and downloaded material, without prior notice to me.  I further understand that should I violate the Acceptable Use Policy or Regulation, my computer system privileges may be revoked and disciplinary action and/or legal action may be taken against me.  

Student/Employee Signature _______________________
Date ___________________

I have read this Agreement and Policy IIBEA/GAB and Regulation IIBEA-R/GAB-R.  I understand that access to the computer system is intended for educational purposes and the Norton City School Division has taken precautions to eliminate inappropriate material.  I also recognize, however, that it is impossible for the School Division to restrict access to all inappropriate material and I will not hold the School Division responsible for information acquired on the computer system.  I have discussed the terms of this agreement, policy and regulation with my student.

I grant permission for my student to use the computer system in accordance with Norton City school division’s policies and regulations and for the School Division to issue an account for my student.

Parent/Guardian Signature ________________________
Date ___________________

Parent/Guardian Name _____________________________

(Please Print)

NORTON CITY SCHOOLS

Internet Safety

The following is a list of the responsibilities of educators, parents and students for using the Internet.

STUDENTS:
The Internet is a powerful tool that should be used wisely.

· The Internet allows students access to a vast library of previously unavailable resources.

· The Internet enables students to communicate with people around the world.

· The Internet provides a creative outlet for students skilled in writing, art, music, science, mathematics and other topics.

Students need to know that not all Internet information is valid or appropriate.

· Sexually explicit material or violent images can affect students negatively.

· Sexual predators will try to convince students to trust them

· Internet information may promote negative attitudes, such as hate or intolerance, and dangerous or illegal activities, such as self-injuring behavior, gambling, and illegal drug use.

Students should be taught specifically how to maximize the Internet’s potential while protecting themselves from potential abuse.

· The critical-thinking skills students learn in the classroom, library, and lab should be applied to Internet resources and Web searching.
· Students need to know what to do and who to ask for help when they encounter a person or site on the Internet that is offensive or threatening to them.
· Students and adults are required by law to report illegal Internet communications and activities to Internet Service Providers and local law enforcement authorities.
Internet messages and the people who send them are not always what or who they seem.

· People in chat rooms, instant message “buddies”, or those who visit a blog may not be who they appear to be.  Students should learn to recognize when someone is potentially dangerous.

· Students need to realize when an Internet encounter may be questionable and how to protect themselves when this occurs.

· E-mail can cause malicious code-infection problems for a computer or network.  Students should not open e-mail or attachments from unknown sources.

· Students need to know which information is safe to share with others online, which should never be shared, and why sharing it could put them at risk.

· Students should never reveal online any information about where they live or attend school.

· Students need to be aware their electronic massages, even those with known friends, can leave electronic footprints that can be misused by others.

Predators and cyberbullies anonymously use the Internet to manipulate students.  Students must learn how to avoid dangerous situations and get adult help.

· Sexual predators deceive students by pretending to be students themselves.  They sometimes lure young people into a false sense of security or blind trust and try to alienate them from their families.  Students need to learn about these types of psychological ploys and how to get immediate adult help.

· Bullies use Internet tools, such as instant messaging and the Web, to harass or spread false rumors about students.  Students need to know how to seek proper help in these potentially dangerous situations.

· Students need to know that posting personal information and pictures can allow predators to contact and begin grooming them for illegal meeting and actions.  Personal photos can be easily misused or altered when posted on the Internet.

Internet activities, such as playing games and downloading music or video files, can be enjoyable.  Students need to know which activities are safe and legal.

· Gaming sites can attract sexual predators and/or cyberbullies.
· Some games may contain pornographic and/or violent images.  Students need to talk with parents about what is acceptable.
· Students need to know how to detect whether a specific file download is legal and/or free of malicious code.

PARENTS, GRANDPARENTS AND CAREGIVERS:

The Internet is a valuable learning, communication, and entertainment provider.  A child’s Internet use should be based on age and the family’s needs and values.

· The Internet can help with research and homework.
· The Internet can facilitate easy communications with family members and friends.
· Although the Internet can be educational and entertaining, children should spend time offline.
· Appropriate Internet activities for children should be age related.  Teenage activities may not be appropriate for a young child.
Parents must understand potential Internet dangers and prepare their children, just as they prepare them for going to the playground or crossing the street.

· The Internet contains inappropriate information for children, such as pornography, hate literature, aggressive advertising, and violent images.

· Internet communication often is anonymous, especially in chat rooms or blogs.  A sexual predator may pose as a friend to lure a child away from his or her family’s protection.  Cyberbullies may target a child for harassment.

· Using e-mail or downloading files can lead to viruses or hidden spyware, which endanger a family’s privacy and computer.

· Information provided over the Internet, by children and adults, can be used for identity theft.

Parents can provide the best protection for their children and help reinforce the principles learned in the classroom.  Families should reach agreements about acceptable Internet activity and content.

· Parents should read about and know how to respond to Internet risks.  They can stay informed by signing up for a family internet safety newsletter and working directly with their school divisions.
· Parents should talk with their children about safe and appropriate Web sites and activities.
· Children should be encouraged to report anything they feel uneasy about.  If parents overreact, children will be less likely to confide in them the next time.
· The family should create rules about what children can and cannot do while online.  Posting the agreements near the computer will ensure children see them often.
Monitoring is crucial.  Parents should know where their children go online, how long they stay there, and the warning signs that something is wrong.

· Parents should place computers in family areas as opposed to bedrooms; however, they need to realize that instant messaging devices, cell phones, and wireless computers may allow children to get online anywhere.

· When young children first begin going online, parents should work closely with them and talk about Internet safety at an early age.

· Parents should bookmark suitable sites and check back regularly to ensure that the content of those sites has not changed and that harmful sites have not been bookmarked.

· Filters are helpful but not fail proof.  Parents need to know about circumventor sites, which allow users to bet around filtering software controls.

· Parents should seek training to learn different methods of monitoring their children’s Internet use.  They continually need to employ up-to-date techniques and software to track where their children go online.

· Parents should be aware that some sites have age restrictions that children may ignore or not realize.

· Parents should follow where their children go on the Internet just as they would watch them in a large public area.  They need to check regularly the history and bookmarks or favorites on all computers in the house.

· Parents should recognize the warning signs of when a child might be in trouble, doing something they should not be doing, or spending too much time on the Internet.  They should know how to report a problem to their Internet Services Provider and local law enforcement officials.

· Some Internet activities are not only dangerous but illegal.  Parents should be aware of relevant laws.

TEACHERS, INSTRUCTIONAL TECHNOLOGY RESOURCE TEACHERS, LIBRARY MEDIA SPECIALISTS, COUNSELORS, TECHNICIANS, AND SCHOOL RESOURCE OFFICERS:

Classroom Internet use can be exciting, rewarding, and challenging.  Students’ Internet use should be tailored to their ages.

· Teachers should create age-appropriate activities for students.

· Students’ varying developmental stages and Internet skills will produce different issues and problems for each age group.

· Educators should maintain open communication with parents about students’ academic Internet use, in guided classroom settings and independently.

Monitoring is crucial.

· Filters are not fail proof.  Teachers and librarians must watch where students go on the Internet, just as they would keep an eye on them during a field trip.  Computer labs may be configured to assist with this supervision.
· Students should not be allowed to wander aimlessly on the Internet.  Teachers must provide an academic purpose before allowing student to go online.
· Teachers need to acquaint themselves with new tools that allow students to visit protected sites.  As much as possible, they should go into history and examine the pages students have viewed.
· Classroom and library rules must comply with the division’s acceptable use policy regarding the steps students should take after accidentally accessing an inappropriate site.
· Technical staff needs to utilize the division’s network tracking controls and study the generated reports, which may identify patterns of inappropriate use.
· Teachers need to keep up-to-date on Internet safety issues and provide accurate, timely information to students.
Student technological interactions in the virtual world can be negative and spill over into the real world.

· Educators need to learn about cyberbullying, recognize the signs of a bullied student, and know what to do about it.

· Students must be taught which types of personal information are safe to share with others.

· Online and wireless communications, even with known friends and peers, can compromise students’ privacy as technology-savvy predators may eavesdrop.

· Students must understand that people are not always who they claim to be and that Internet information is not always accurate or appropriate.

Exchanging information with others is a great way to use the Internet but also possesses inherent dangers.

· Educators must know and enforce school policies on exchanging or downloading files.

· School staff should be alerted continually about potential e-mail dangers and learn how to recognize the problem signs.

· Online journals and blogs, even when password-protected, may reveal more personal information that a student intends.  Technology-savvy predators can circumvent many safeguards offered by journal and blogging sites.

· Educators should check the age appropriateness of any social-networking sites that students visit.

Students need to hear the rules often.

· Teachers should establish and post rules for safe Internet use near computers in classrooms, libraries, and labs.  Students should be reminded regularly that the rules are intended to ensure their safety.

· Teachers should go over the rules with students periodically.  As a result, the students, even when excited or upset, will be more likely to remember the rules.

· Students and their parents should know the consequences of disobeying the rules.  Educators must keep the lines of communication open with students and parents.

· Schools must be consistent and fair in enforcing classroom rules and the division’s acceptable use policy.

ADMINISTRATORS:

Administrators must oversee all aspects of the Internet safety program.

· Review annually the division’s technology infrastructure with appropriate technology staff, making improvements as needed.

· Monitor the quality and effectiveness of Internet safety information presented to the respective stakeholder groups.

· Incorporate Internet safety into the division’s professional development plans and community outreach programs.

· Schedule continuing professional development to keep educators aware of the most recent Internet safety developments.

The Internet is invaluable, educationally and administratively; however, as with all tools, it can be misused and dangerous.  In addition, the Internet constantly changes.

· Administrators should understand the Internet’s educational advantages and how it is used throughout the division.
· Administrators must understand the potential risks of using the (1) Internet for instruction and (2) technology networks for data collection, storage, and communication.
· Administrators should stay up-to-date with new developments in capabilities, vulnerabilities, and legal issues related to the Internet and school responsibilities.
· Schools should appoint a staff member, a security officer or other appropriate person, to make sure this policy is implemented.
As with any system, the division must have clear and effective policies and procedures in place to protect students and help prevent misuse of the system.  In addition, policies and procedures must be in place for crisis management.

· A systematic review of policies and procedures needs to be carried out at least yearly.

· Since risks cannot be completely eliminated, the division should be prepared to handle a crisis.

· Filters are helpful but not fail proof.  As students become more experienced, they may use circumventor sites to get around filtering software controls.

· Funding for security and safety technology should be anticipated and planned.

Communication among all stakeholders is imperative for safety and security policies to be effective.  Although a school’s legal responsibility does not extend to home Internet use, school leaders can help prevent tragic situations by ensuring parents and students are well-informed.

· Administrators should inform parents regularly about new Internet safety information.

· Students and parents must know the policies and the consequences associated with violations.

· Professional development on Internet safety must be a high priority.

· Funding needs to be budgeted regularly for better communication and training, which must be evaluated for its effectiveness.

· The acceptable use policy’s Internet safety component should clearly emphasize that protecting children is a high priority.

SCHOOL BOARD:

The Internet is invaluable, educationally and administratively; however, as with all tools, it can be misused and dangerous.  In addition, the Internet constantly changes.

· The board should understand the Internet’s educational advantage and how it is used in the division.

· The board must understand the potential risks of using the (1) Internet for instruction and (2) technology networks for data collection, storage, and communication.

· Board members should stay up-to-date with new developments in capabilities, vulnerabilities, and legal issues related to the Internet and school responsibilities.

As with any system, the division must have clear and effective policies and procedures to protect students and prevent misuse.  Policies and procedures also must be in place for crisis management.

· A systematic review of policies and procedures needs to be carried out at least yearly.

· Since risks cannot be completely eliminated, the division should be prepared to handle a crisis.

· Funding for security and safety technology should be anticipated and planned.

Communication among all stakeholders is imperative for safety and security policies to be effective.  Although school legal responsibility may not extend to home Internet use, school staff can help prevent tragic situations by ensuring parents and students are well-informed.

· Providing information to parents should be a priority.

· Students and parents must know the policies and the consequences associated with violations.

· Professional development for all educators on Internet safety should be a high priority.

· Funding needs to be budgeted regularly for better communication and training, which must be evaluated for its effectiveness.
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